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Executive Summary

or 50 years, the concept of fair information
Fpractices (FIPs) has dominated debates about
privacy protection. FIPs are sets of organizational
rules meant to protect people’s privacy. Ideally, if
corporations and governments collected, retained,
shared, and used personal information according
to such guidelines, people would have privacy even
while they interacted with these large institutions.
FIPs are so ingrained that for many they have become
synonymous with privacy.

There have been many different versions of FIPs,
and the way FIPs are expressed can differ in import-
ant ways. Many FIPs are so general and contextual
that they provide little real guidance, and some FIPs

conflict with others. FIPs vacillate between embrac-
ing consumer choice and prescription.

Most importantly, FIPs unevenly address the full
range of values that advances in information tech-
nology threaten in this burgeoning Information Age.
FIPs focus mostly on fairness and privacy (as control
of others’ access to information), with a secondary
focus on satistying anti-commercial preferences. FIPs
only indirectly and derivatively protect values such
as personal and financial security, peace and quiet,
autonomy, and reputation.

Legislation based on FIPs has not solved the pri-
vacy problem and cannot be expected to. Other
modes for responding to Information Age challenges
may better protect privacy and related values.
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‘ x J e are in a time of profound and rapid change.
Information technology is infiltrating every

dimension of life, vastly improving things for people
while unsettling them by upending many institutions,
habits, and expectations. The present era of change
may not be as profound as the development of agricul-
ture or the rise of cities, but today’s changes are hap-
pening much faster. Agriculture grew over millennia
and the rise of cities over hundreds of years. The infor-
mation revolution rivals the Industrial Revolution,
which occurred over most of a century.

In the past, people adopted new technologies and
varied their modes of living over generations. Small
accretions and erosions of legal and social institutions
could accommodate the changes. As transportation
and trade began to flourish in preindustrial Europe,!
for example, legal recognition for movable property
developed as a supportive social structure. William
Blackstone mentioned that development briefly in his
Commentaries on the Law of England.?

Today’s rapid change is testing the capacity of our
legal and social systems to absorb it. This is true in many
dimensions of human endeavor. Consider ongoing,
intense controversies about the media and whom peo-
ple should trust for information about matters of public
interest.3 Platform-based work challenges the modern
convention that most people will funnel their skills and
labor through a single employer.4 But today especially
we are suffering acute discontinuity in the collection
and use of information about us—in our privacy.

What should be done?

What policymakers and governments have done is
a logical exercise that lays out certain rules of behav-
ior for information-gathering institutions: fair infor-
mation practices (FIPs). These rules ideally would
protect human values or mitigate effects on them
while allowing the benefits of technology to flourish.
It is hard to be satisfied that the privacy regulations
modeled on FIPs do those things.

Blackstone cataloged and thus solidified English
law in the 18th century, providing a resource for the
adoption of English legal traditions and common law
in the new United States of America. It might be odd
to identify a Blackstone for modern privacy protec-
tion, but for this report, I select a pioneer analyst of
computing and its social consequences.

Willis Ware was an engineer at the RAND Corpora-
tion who foresaw much about the extent of comput-
ing and its relevance to people’s lives. “The computer
will touch men everywhere and in every way, almost
on a minute-to-minute basis,” he wrote in a 1966
paper presented at RAND. “Every man will commu-
nicate through a computer whatever he does. It will
change and reshape his life, modify his career, and
force him to accept a life of continuous change.”s For
men and women alike, Ware contributed a great deal
to the social and legal response.

FIPs are sets of rules that organizations can follow
to protect people’s privacy. At least that is the aspi-
ration. Ideally, corporations and governments would
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collect, retain, share, and use personal information
according to proper guidelines. And if they did so,
people would have their privacy even while they inter-
acted with these giant administrative machines.

For the past 50 years, FIPs have been the dominant
modality for privacy protection. They frame US sec-
toral regulation aimed at privacy, including the US
federal government outside of law enforcement and
national security. Europe has adopted FIPs-based reg-
ulation for its entire private economy.

Without diminishing the work of Ware, who
remained a student of privacy well into his later
years,® it is hard to say that FIPs-oriented privacy
protection has been a success. There is no measuring
privacy to see if there is enough, but 50 years along,
privacy still seems under threat. Where FIPs-based
regulation has been adopted, it has not relieved
the stress on privacy. The European Union is on its
second round of FIPs-based regulation. Such regula-
tion is complex and costly. Resistance to it inspired by
its negative effects on economic growth and innova-
tion has been easier because the benefits of regulating
are unclear.

There is no measuring
privacy to see if there

is enough, but 50 years
along, privacy still seems

under threat.

The history of the FIPs shows sincere efforts
to protect privacy among countless individuals in
numerous organizations, legislatures, and bureaucra-
cies globally. Over the decades, there have been many
versions of FIPs. They vary and oscillate in concept
and emphasis. That is probably because the interests
under threat today include not just privacy (as con-
trol over others’ access to information) but also fair-
ness, personal and financial security, peace and quiet,

autonomy, reputation, and integrity against com-
modification, or anti-commercialism.”

Protective responses are needed in this era of
advancing information technology and changing
business models. But there is a jagged intersection
between FIPs and the many values under threat.
FIPs-based legislation aimed at solving the “privacy”
problem in one fell swoop seems unlikely to do so.
Privacy and these other values might be better pro-
tected by responses oriented to human interests
rather than logically derived principles.

The Founding of FIPs

Willis Ware had an idea. He wanted to inform peo-
ple about how the financial services industry collects,
retains, shares, and uses personal data. It was Septem-
ber 29, 1972, and the Secretary’s Advisory Commit-
tee on Automated Personal Data Systems was having
its sixth meeting. Most meetings lasted two or three
days. After two more meetings that year, the com-
mittee would review a draft of its findings at its final
meeting in 1973.

“Suppose you had applied for a loan application,
or a deposit account,” Ware said to a panel of finan-
cial services industry executives, “and you filled out
the necessary forms, but prior to your signing it, the
clerk took out a card and read you something like
the following:

“You are hereby informed that as a result of the
information you are about to give, one, this informa-
tion will be entered into a computer-based system.

“Two, as prescribed by law, this data will be auto-
matically passed to certain other computer-based sys-
tems; notably, the IRS.

“Three, this information will be subject to the pro-
cess of inspection.

“Four, for reasons of business of this institution,
it will be made available to credit reference bureaus.

“Five, other than as specifically noted above, this
institution has no control over further dissemination.

“Your signature on this application constitutes
acknowledgement that you have been informed of
these facts.”
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It was a rough summary of what happened to
people’s financial information then and what still
happens today.

“Now, if this were done,” Ware asked, “would you
find this objectionable in your business, do you think
there would be deleterious effects? Would you expect
some reaction from your customers?”8

The Secretary’s Advisory Committee on Auto-
mated Personal Data Systems was an early and highly
influential panel commissioned by the US Depart-
ment of Health, Education, and Welfare. It investi-
gated computerized data use in business, government,
and society. Its conclusions, issued in 1973 with Ware
as chairman, recommended legislation establishing a
“code of fair information practice” for all automated
personal data systems.

The “HEW report,” as it came to be called, recom-
mended a new legal code that would provide civil and
criminal penalties for any unfair information practice.
People objecting to unfair information practices could
seek injunctions to stop them. Individual or class
action lawsuits arising from unfair information prac-
tices would allow plaintiffs to seek actual, liquidated,
and punitive damages and the recovery of attorneys’
fees and other costs of successful suits.9

What defects, pitfalls, and dangers in the world of
personal information would such legislation and law-
suits address? The HEW report recited the following
principles of fair information practice:

» There must be no personal data record-keeping
systems whose very existence is secret.

* There must be a way for an individual to find out
what information about him is in a record and

how it is used.

* There must be a way for an individual to prevent
information about him that was obtained for one
purpose from being used or made available for
other purposes without his consent.

» There must be a way for an individual to correct
or amend a record of identifiable information

about him.

* Any organization creating, maintaining, using,
or disseminating records of identifiable personal
data must assure the reliability of the data for
their intended use and must take precautions to
prevent misuse of the data.l°

The HEW report was not the first to recommend
principles like these. The Committee on Privacy in the
UK, chaired by Sir Kenneth Younger, issued conclu-
sions the year before, including a list of 10 principles.!*
But the HEW report arrived as the Watergate scandal
was consuming Washington, DC, and its conclusions
supplied the framework for reform legislation that
passed soon after. The Privacy Act of 19742 was based
on eight principles according to the Privacy Protec-
tion Study Commission established by that law.!3 FIPs
have anchored privacy policy discussions ever since.!4

Privacy’s essential nature
may require FIPs rather
than simpler and more
direct codes of conduct.
Part of that is privacy’s

individual subjectivity.

The concept of FIPs was inspired partly by unfair
labor practices: actions taken by employers or unions
that are illegal under the National Labor Relations Act
(NLRA) and other US labor laws.s But FIPs are not a
code like the NLRA. Instead, FIPs are high-level state-
ments. Sometimes they are referred to as “practices”
and sometimes “principles”—two different things—
and sometimes they are referred to as “fair informa-
tion practice principles.”©

There is some reason for this gravitation to
high-level statements rather than clear rules. Priva-
cy’s essential nature may require FIPs rather than
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simpler and more direct codes of conduct. Part of that
is privacy’s individual subjectivity. Privacy “rests on a
conception of society as comprising relatively auton-
omous individuals,” say Colin J. Bennett and Charles
D. Raab in The Governance of Privacy: Policy Instru-
ments in Global Perspective. “Individuals, with their lib-
erty, autonomy, rationality, and privacy, are assumed
to know their interests, and should be allowed a pri-
vate sphere untouched by others.”7 This premise
seems valid, if only because others are even worse at
knowing and protecting people’s interests than are
individuals themselves.

Another premise Bennett and Raab identify is
that the better mode for protecting privacy is gov-
ernment regulation. People cannot suitably protect
privacy in markets because “personal information
cannot easily be regarded as a property right,”8 say
Bennett and Raab. They echo widespread consensus
in scholarly, policymaking, and regulatory circles by
stating, “It is very difficult to establish personal infor-
mation as property in law, and then to define rights in
action over its illegitimate processing.”!9 This prem-
ise might be worth reconsidering, if only because
of the unsatisfactory privacy outcomes under the
regulatory approach of the past half century. Courts
have increasingly recognized privacy notices as con-
tracts, suggesting privacy may indeed be a private
good that people can secure as they wish through
legal relationships.2°

These two premises interact. If privacy is an inter-
est that varies among individuals and communities,
regulations that address privacy cannot be prescrip-
tive. Instead, Bennett and Raab find, privacy pol-
icy “is based inevitably . . . on procedural, rather than
substantive, tenets.”?! Procedures such as those Ware
proposed would encourage consumers to define their
interests themselves according to context. At least,
that was the hope.

In modern privacy parlance, the FIPs in the HEW
report boil down to transparency, use limitation,
access and correction, data quality, and security.?2
The list of FIPs has expanded and contracted over
time as different organizations have added and sub-
tracted FIPs, sometimes disentangling the conceptu-
ally dense ones.

The Organisation for Economic Co-operation and
Development (OECD), for example, produced Guide-
lines on the Protection of Privacy and Transborder Flows
of Personal Data in 1980 to harmonize national leg-
islation and “prevent interruptions in international
flows of data.”? The document was heavily influ-
enced by its FIPs forbears, and it in turn heavily influ-
enced later legislation. It identified eight principles
to “serve as a basis for legislation in those countries
which do not have it yet.”24 Obligations set down
in the Council of Europe Convention No. 108 the
following year were “not dissimilar” from those
included in the OECD guidelines or guidelines issued
by the UN in 1990, according to the Working Party
on the Protection of Individuals with regard to the
Processing of Personal Data, a group formed by the
EU data protection directive in 1995.25

Work on the EU’s first effort—the 1995 data pro-
tection directive—began in 1990 under the Commis-
sion of the European Communities. A meta-statute
requiring each EU member state to adopt national
data protection laws, it included:

e “Principles related to data quality,”

e “Criteria for making data processing
legitimate,”

e A section dedicated to “special categories
of processing,”

e Requirements for “information to be given
to the data subject,”

e “The data subject’s right of access to data,”

e “The data subject’s right to object,” and

e Other terms and requirements.2
In a document related to transfers of personal data to
non-EU countries, the working party summarized the
directive as having eight FIPs-like principles.2”

In two places, the EU data protection directive
deviated from process-based rules, instead focusing
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on harm prevention. Among its 72 “whereas” clauses,
it stated, “Any damage which a person may suffer as
a result of unlawful processing must be compensated
for by the [data] controller.” And in its substantive
sections, it required EU member states to provide
that “any person who has suffered damage as a result
of an unlawful processing operation . . . is entitled
to receive compensation.”?8 These provisions have
been little noticed, though harm control appeared
again in later FIPs-based documents.

In 1998, the US Federal Trade Commission (FTC)
issued a report that was notable for the relatively
small number of FIPs it asserted. The FTC identi-
fied five “widely-accepted principles concerning fair
information practices” that it said were common to
the preceding documents.

1. Notice and Awareness. “Consumers
should be given notice of an entity’s infor-
mation practices before any personal
information is collected from them.”

2. Choice and Consent. “Choice means giv-
ing consumers options as to how any per-
sonal information collected from them may
be used.”

3. Access and Participation. Access “refers
to an individual’s ability both to access data
about him or herself—i.e., to view the data
in an entity’s files—and to contest that
data’s accuracy and completeness.”

4. Integrity and Security. “Data [must] be
accurate and secure.”

5. Enforcement and Redress. “Privacy pro-
tection can only be effective if there is a
mechanism in place to enforce [it]. ... Among
the alternative enforcement approaches
are industry self-regulation; legislation that
would create private remedies for consum-
ers; and/or regulatory schemes enforceable
through civil and criminal sanctions.”29

The FTC report eschewed the talk of human
rights found in European reports, focusing on the
utilitarian benefits of increased trust. Without pri-
vacy protections, it said, “electronic commerce will
not reach its full potential.”3° It also emphasized
risks to children’s privacy, including lack of paren-
tal consent for children’s interactions, and it called
for legislation addressing that subject. Congress
passed such legislation later in 1998 with the Chil-
dren’s Online Privacy Protection Act.3! In a subse-
quent report, the FTC eliminated the enforcement
and redress FIP, thus reducing its list from five to
four principles.3>

The Asia-Pacific Economic Cooperation (APEC)
forum adopted the next important set of FIPs in
2004.33 The APEC Privacy Framework led with an
added, somewhat unique directive focusing on pre-
venting harm. “Personal information protection,” its
first principle stated, “should be designed to prevent
the misuse of such information. . . . Remedial mea-
sures should be proportionate to the likelihood and
severity of the harm threatened by the collection, use
and transfer of personal information.”34 This was an
important conceptual step, as it suggested an alterna-
tive to rote FIPs compliance by asking what uses of
personal information are harmful.

Finally, in 2016, the European Union revised its
previous directive, issuing a new General Data Pro-
tection Regulation (GDPR), which took effect in 2018.
The heart of the GDPR, Article 5, is a recitation of
seven FIPs.

1. Personal data shall be:

a. processed lawfully, fairly and in a transparent
manner in relation to the data subject (“law-

fulness, fairness and transparency”);

b. collected for specified, explicit and legitimate
purposes and not further processed in a man-
ner that is incompatible with those purposes;
further processing for archiving purposes
in the public interest, scientific or histori-
cal research purposes or statistical purposes
shall, in accordance with Article 89(1), not be
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considered to be incompatible with the initial
purposes (“purpose limitation”);

c. adequate, relevant and limited to what is nec-
essary in relation to the purposes for which

they are processed (“data minimisation”);

d. accurate and, where necessary, kept up to
date; every reasonable step must be taken to
ensure that personal data that are inaccurate,
having regard to the purposes for which they
are processed, are erased or rectified with-

out delay (“accuracy”);

e. kept in a form which permits identification
of data subjects for no longer than is neces-
sary for the purposes for which the personal
data are processed; [subject to exceptions] . ..
(“storage limitation”);

f. processed in a manner that ensures appro-
priate security of the personal data, including
protection against unauthorised or unlaw-
ful processing and against accidental loss,
destruction or damage, using appropriate
technical or organisational measures (“integ-
rity and confidentiality”).

2. The controller shall be responsible for, and
be able to demonstrate compliance with, para-
graph 1 (“accountability”).35

A month after the May 2018 effective date of the
GDPR, California passed a new law, the California
Consumer Privacy Act. It, too, has many elements of
the FIPs.3¢

So we arrive at FIPs 50 years along and firmly
entrenched in some important jurisdictions. Have
FIPs succeeded? Nobody can say. Social science
experiments rarely have controls, so we do not know
how privacy protection would look or how much
privacy and other values people would enjoy had
world regulatory history taken another course.

We can improve on the science, though, and move
to a more granular understanding of FIPs by examining

them in relation to the values they may protect. For a
better idea of whether FIPs are good, we can assess
what ends they serve and how they are meant to work.

What Do FIPs Do?

The HEW report and FIPs initiatives that followed
are clear examples of deductive privacy problem-
solving. FIPs rely on expertise and logic to determine
what ills exist in the digital world and how to protect
people from them. Experts like Willis Ware, examining
the digital world unfurling before them, anticipated
many problems and suggested many solutions.

Ware’s notice regime for financial services was
meant to inform people of some data sharing and
some of the uses made of personal information while
they made key financial decisions. We cannot know
what precise goals Ware had in mind when he pro-
posed this. If we knew his goals, it would still be
hard to determine how well his notice regime would
achieve them. But we can fairly assume he was seek-
ing to protect consumers from certain ills. The same
is true of FIPs authors since.

FIPs are so ingrained that for many “they have
become synonymous with privacy,” according to
Northeastern University privacy law and computer
science professor Woodrow Hartzog.37 But the
word “privacy” means a lot of different things. In
1980, the OECD said in introducing its FIPs, “There
has been a tendency to broaden the traditional con-
cept of privacy (‘the right to be left alone’) and
to identify a more complex synthesis of interests
which can perhaps more correctly be termed pri-
vacy and individual liberties.”3® And maybe that is
not all FIPs cover. My study finds that the values at
stake include eight values:

1. Control of Others’ Access to Personal
Information. For
including having a sense of control, peo-

countless reasons,
ple prefer to keep some information about
themselves from others. This is the essence
of privacy, and I refer to it as “privacy” in
this report.
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2. Fairness. It is important that each individual information is processed at or before the
should get their due, whether that is opportu- time of collection.”
nity and promotion or punishment and loss.
3. Knowledge and Consent. An orga-
3. Personal Security. Denying others infor- nization “should only collect personal
mation about oneself can protect against information with the knowledge and con-
physical threats and violence. sent of the individual (except under speci-
fied circumstances).”
4. Financial Security. Information can be
a tool of financial frauds such as “identity 4. Minimal Collection. An organization
theft,” in which someone impersonates “should limit the collection of personal infor-
another, creating accounts and debts in the mation to that which is necessary for pur-
victim’s name. suing the identified purposes.”
5. Peace and Quiet. People want to enjoy a 5. Limited Use and Disclosure. An orga-
sense of retreat from the world. nization “should not use or disclose per-
sonal information for purposes other than
6. Autonomy. The availability of information those identified, except with the consent of
about people is an essential tool of legal and the individual.”
social pressure that may restrict people’s
freedom to act. 6. Limited Retention. An organization
“should retain information only as long
7. Integrity Against Commodification. as necessary.”
Many resist what seems to be the com-
mercialization of everything and prefer to 7. Data Quality. An organization “should
be treated as whole individuals. ensure that personal information is kept
accurate, complete, and up-to-date.”
8. Reputation. People worry that negative
information about them will create negative 8. Security. An organization “should protect
impressions and adverse social and eco- personal information with appropriate secu-
nomic treatment.39 rity safeguards.”
To get a better handle on how FIPs may protect 9. Openness. An organization “should be

these values, let us now examine how FIPs and val- open about its policies and practices and

ues interrelate. First we must select a universe of maintain no secret information system.”
FIPs to analyze. In 2006, Bennett and Raab iden-
tified 10 fair information principles they believed

were a matter of “strong consensus.”

10. Access and Correction. An organiza-
tion “should allow data subjects access to
their personal information, with an ability

1. Accountability. An organization “must be to amend it if it is inaccurate, incomplete,

accountable for all the personal information

in its possession.”

or obsolete.”4°

Below I examine how these practices logically
and theoretically intersect with the values I identi-
fied above, noting which values are primarily served

2. Purpose Identification. An organization
“should identify the purposes for which the
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by which FIP. It is a messy and imperfect process,
roughly summarized in Table 1. Many FIPs are so
general and contextual that they provide little real
guidance. Some FIPs conflict with others. Many FIPs
directly affect a given value while derivatively affect-
ing many others, all depending on context. FIPs vac-
illate between embracing consumer choice and
prescription. Any set of FIPs may lack elements or
emphases of another set. The way FIPs are expressed
can differ in important ways. Flaws in the set of FIPs
analyzed below may be corrected in another set. But
the availability of a “no true Scotsman” argument—
explaining that a better FIPs version answers any
challenge—may reveal just how malleable the FIPs
tradition is.

The analysis shows, though, that FIPs mainly serve
two values: fairness and privacy (as control of oth-
ers’ access to information). Fairness is as import-
ant as information control is. FIPs do not address
the other values threatened by burgeoning informa-
tion technology as much as one might expect, though
FIPs offer a lot for those who are concerned with the
overcommercialization of life. That might be FIPS’
topmost secondary focus.

Comparing FIPs to values moves us closer to an
articulate discussion of how legislation or regulation
based on FIPs serve or fail to serve given values. Con-
founding the analysis slightly, though, the first FIP
Bennett and Raab identify is a highly general sort of
“meta-FIP.”

Accountability. Because people are not angels,
accountability is an essential force for good behav-
ior. Wrongdoers should be punished, and right-doers
should be rewarded. As a general principle, account-
ability is entirely sound.

But it is very general. Metaphysically, all individuals
and organizations are accountable to others. In many
ways, all depend on others for sustenance and main-
tenance, which can be withdrawn. Thus, the account-
ability FIP begs some important questions: To whom
must an entity be accountable? What is the best mix
of accountability mechanisms among government
regulation, litigation, market forces, or others? (Is it
important for accountability to motivate adherence

to FIPs versus other influences such as habit or
morals and ethics?)

The HEW report’s proposed legislative FIP code
would have exposed wrongdoers to criminal enforce-
ment and lawsuits seeking injunctions and damages.
That was a proposal for accountability via litigation,
based on rights created by legislation. As sources of
enforcement and redress, the FTC identified leg-
islation creating private remedies (ie., lawsuits),
“regulatory schemes enforceable through civil and
criminal sanctions,” and “industry self-regulation.”4!
The source of accountability implied in many FIPs
and preferred by many FIPs advocates is administra-
tive regulation. That is, violation of legislative or regu-
latory rules based on FIPs should expose wrongdoers
to government investigations and civil penalties.

The accountability FIP
begs some important
questions: To whom must
an entity be accountable?
What is the best mix of
accountability mechanisms
among government
regulation, litigation,

market forces, or others?

A mechanism designed for market accountabil-
ity is the self-regulatory certification, which may
play some role in signaling privacy trustworthiness.
A 2016 study found that 27 percent of internet pri-
vacy policies across numerous sectors cited com-
pliance with third-party guidelines in their privacy
policies, though not all actually comply.4> These
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trust marks are akin to the Underwriters Laborato-
ries certification, which signals to consumers that
an electrical device is made to insurers’ standards.
The TRUSTe seal, one of the most prominent in the
past, was meant to show consumers that a website
adhered to certain good privacy practices. TRUSTe
did not maintain a sterling record itself and settled
an action with the FTC in 2014 alleging that it had
failed to conduct annual privacy checks of the sites it
had certified.43

Absent a widely used and recognized trust-mark
system, a diffuse welter of mechanisms for market
accountability remains, such as news and consumer
reporting, competitive attacks among rivals, rep-
utation, and word of mouth (word of tweet). How
these influences rank against regulation and litiga-
tion is difficult to assess, as market accountability
operates so very differently from legal and regula-
tory accountability.

In any case, yes to accountability. But by saying
everything, the accountability FIP risks saying noth-
ing. Other FIPs, such as purpose identification, have
more content.

Purpose Identification. Purpose identification
suggests notifying people in advance about how
information about them will be used. Quite simply:
privacy policies.

Purpose identification’s major service is to posi-
tion people to refuse an interaction if they do not
like anticipated uses of data and other information
terms. The APEC Privacy Framework said of its notice
FIP, “By providing notice, personal information con-
trollers may enable an individual to make a more
informed decision about interacting with the orga-
nization.”# Refusing to interact and share data is
sharp control of others’ access to data. Thus, purpose
identification serves access control and thus privacy
protection first.

Defense of other values through purpose identifica-
tion largely derives from access control. In the unlikely
event a use will put a person in physical or financial
danger, such as a publication likely to reach stalk-
ers or fraudsters, he or she may refuse it. If an iden-
tified use is for marketing, similarly, one may reject
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interaction because of an interest in peace and quiet,
or the more acute interest in integrity against com-
modification. Some uses may threaten reputation or
autonomy and can be refused on that basis.

The theory of purpose identification is not neces-
sarily borne out in practice. In a study of the effects of
privacy notices designed to simulate real-world behav-
ior, various privacy-notice types were tested on a rep-
resentative sample of users.45 The median amount of
time people spent looking at privacy notices before
answering survey questions about their sexual behav-
ior ranged from 4.5 to 6.0 seconds—little more than
the time it takes to do a quick scan and click through
to the next screen.4® A small minority, 2.3 percent of
users, engaged with the material, driving the mean,
or average, time spent on the best-quality notice
to 19.12 seconds, while the average time spent on a
blank screen was 12.59 seconds.47

Participants’ comprehension of the policies were
consistent with the time spent reviewing them. No
matter the form of notice, respondents on average
answered correctly just one in five questions about
the content of a privacy policy.4® And participants’
willingness to share information about risky sexual
behaviors deviated little in the study whether they
were presented with high- or low-quality privacy
notices, or no notice at all. The outlier group that read
their privacy policies did not behave differently.49

Another study found that consumers think dif-
ferently, perhaps more intuitively, than the privacy-
notice approach assumes. People may rely more on
informal norms and trust. When the existence of a pri-
vacy policy reminds them that norms may be violated,
their trust decreases.5® Purpose specification may
not be consumers’ focus when setting boundaries on
information collection, retention, sharing, and use.

Purpose specification may have global value, of
course. By revealing information practices to advo-
cates, regulators, the press, and politicians, it posi-
tions such actors to pressure for different information
practices in companies or a given field. This role
blends with another FIP discussed below: openness
on policies and practices.

Purpose specification can be costly. As is increas-
ingly clear, data can be processed in untold ways to
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develop new insights. In commercial contexts, that
can produce new efficiencies that reduce costs or
improve goods and services, both of which improve
consumer welfare. Requiring an organization to com-
mit to certain purposes ahead of time necessarily
excludes uses devised later, even though they may be
good for everyone. Admitting as much while favor-
ing “pro-social” uses of data, the OECD in 1980 said,
“It may be provided that data which have been col-
lected for purposes of administrative decision-making
may be made available for research, statistics and
social planning.”s!

This makes purpose identification a conundrum.
It positions users to protect privacy and seek fair
treatment by declining unwelcome uses, but it
requires a commitment to limited uses for all. Thus,
it prevents the indifferent from benefiting if infor-
mation processing would make them better off.
This may be why purpose specification in practice
includes generalities that permit practically any use
in an organization, data sharing with service pro-
viders consistent with the organization’s broad pur-
poses, and data sharing with other entities for various
legitimate purposes.5>

Purpose identification is meant to work in tan-
dem with the next FIP, collection with knowledge
and consent.

Collection with Knowledge and Consent. Knowl-
edge and consent are lynchpins of controlling others’
access to information. When they exist, they are argu-
ably control’s essence. People should know what they
are doing when they share information about them-
selves, and they should articulately decide to do so. The
purpose specification FIP discussed above would log-
ically produce knowledge, so that intelligent consent
can be exercised. Together, the notice and knowledge
and consent FIPs would produce consumer control
that means privacy is adequately protected. The theory
is strong.

As with purpose identification, privacy through
access control is the main value knowledge and con-
sent defend. Protection of other values may derive
from controlling others’ access to data. Depending
on interest, a person with knowledge may withhold
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consent in pursuit of fairness, security, peace and
quiet, autonomy, integrity against commodification,
and reputation.

Yet, there are acute administrative challenges to
the requirement that data should be collected with
knowledge and consent. The existence of knowl-
edge is subjective to the person sharing information
and not readily accessible to the person collecting it.
The latter will have trouble knowing the mindset of
the former. As already noted, research suggests that
notices do not affect knowledge, as people largely
click past them.

Depending on interest, a
person with knowledge
may withhold consent

in pursuit of fairness,
security, peace and quiet,
autonomy, integrity
against commodification,

and reputation.

This FIP also begs the question of what knowl-
edge a person must have. Collection only? Antici-
pated uses? Risks associated with those uses? Other
risks, such as the risks derivative of a data breach?
In its discussion of notice and awareness, the FTC
said the scope of notice would depend on an entity’s
substantive information practices, but “some or all
of the following have been recognized as essential”:

* Identification of the entity collecting the data;

¢ Identification of the uses to which the data will
be put;
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* Identification of any potential recipients of
the data;

 The nature of the data collected and the means by
which it is collected if not obvious.. . ;

* Whether the provision of the requested data is
voluntary or required, and the consequences of a

refusal to provide the requested information; and

* The steps taken by the data collector to ensure the
confidentiality, integrity and quality of the data.s3

How would an organization of any scale know that
the people with whom it interacts are aware of these
essential things?

Consent is similarly subjective. Others have to
seek clues about the existence and nature of consent.
Contract law theory is replete with examinations of
what constitutes consent, what demonstrates its
existence, and what is consented to.>4 The FIP requir-
ing consent implicates these issues.

Often, knowledge and consent must be assumed
and imputed in various ways. In 1980, the OECD
called knowledge a “minimum requirement” and
said, “Consent cannot always be imposed, for prac-
tical reasons.”ss The FTC combined “choice” with
consent, saying, “At its simplest, choice means giving
consumers options as to how any personal informa-
tion collected from them may be used. Specifically,
choice relates to secondary uses of information—.e.,
uses beyond those necessary to complete the con-
templated transaction.”s® This vision would require
consumers to have a great deal of sophistication and
interest in personal information flows.

Efforts to provide choice through granular con-
sent show that it is a challenge. In 2010, the online
advertising industry launched the AdChoices pro-
gram, a self-regulatory effort that allows consumers
to opt out of behaviorally targeted advertising. Exer-
cising that option would tend to mollify the inter-
est in integrity against commodification. But a 2016
study found that only 0.23 percent of ad impres-
sions were shown to Americans opting out of behav-
ioral advertising and 0.26 percent of impressions
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were shown to people opting out in the European
Union.57 (The number of people opting out cannot
be known. Percentage of impressions is a proxy for
that number.)

There may be many explanations for this, includ-
ing difficulty of administering the opt-out and lack
of consumer awareness. But the likelihood is that a
negligible percentage of consumers are interested
in denying advertisers access to information about
them for marketing. People would probably over-
come the other challenges if opposition to behavioral
advertising was something about which a significant
number of people felt strongly.

A similar effort to provide granular choice exists
in the cookie notices prompted by the EU’s GDPR.
Common experience shows they are an obstruction
to rapidly click past.58 Actual knowledge and consent
may or may not exist when people click to dismiss
such notices, which are meant to educate them about
information policies.

Knowledge and consent are excellent ideals that
are challenging to administer. The next FIP, limited
collection, does not require knowing the minds of
others, but it poses different challenges.

Limited Collection to Where Necessary for
Purpose. Online interactions create a lot of data
and opportunities to collect personal data. Data
storage is inexpensive, and a default in most institu-
tions is to keep data for a long time.59 That is easy to
treat as a problem—though precisely what problem
is important to consider. The FIP calling for limited
collection of personal information addresses the
problem by instilling an ethic of limiting collection
to necessity.

Only data necessary to the purposes of an interac-
tion should be collected, according to this FIP. That
rule supports access control and thus privacy because
it causes service providers to cabin their data collec-
tion even if consumers do not control their sharing.
Secondarily, it protects many other values, because
tightly circumscribed data collection will block data
sharing and many forms of misuse. For example, col-
lection limitation may enhance security, both per-
sonal and financial, because to some small degree it
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may reduce data availability to wrongdoers. Limit-
ing collection to what is necessary may gratify peo-
ple interested in integrity against commodification
because it will constrain corporate access to personal
data. These are highly contextual and sometimes
fairly thin benefits.

Collection limitation may undermine the protec-
tion of other values, though also narrowly. Without
good information about people, marketing messages
are more likely to be misdirected. People interested
in peace and quiet or integrity against commodifica-
tion may end up slightly worse off for receiving errant
marketing messages. More information may help
secure against identity fraud or preserve or restore
reputations. Again, on narrow margins.

This FIP raises interesting and challenging ques-
tions, too, including where the “necessity” line should
be drawn. It is not easy to balance the sensitivity of
information against its utility and decide which unit
of data collection is too much. Commentary on the
APEC collection limitation principle treats the pur-
pose of collection as a touchstone and says, “Pro-
portionality to the fulfillment of such purposes may
be a factor in determining what is relevant.”®° It is
thoughtful language, but it does not establish any
meaningful standard. Like many of its peers, the lim-
ited collection FIP is somewhat question-begging, a
challenge that manifests itself through the FIP requir-
ing adherence to use limitations, discussed below.

It also biases against data collection that might
serve consumers’ overall interests. If people are
indifferent to whether information is shared, or if
they wish to share information liberally to benefit
from processing, this FIP actually cuts against their
wishes and well-being. They may end up with privacy
they do not want.

The limited collection FIP deviates from the
consumer-choice premise of others. Indeed, the FIPs
vacillate between choice and prescription. The next
FIP Bennett and Raab identified returns to embrac-
ing choice.

Limited Use and Disclosure. A natural adjunct
to the first two FIPs above, purpose identifica-
tion and sharing with knowledge and consent, is
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limiting use and disclosure to the terms specified in
privacy policies. Free to do what they say they will
do, data controllers should refrain from doing what
they say they will not do. The HEW report recom-
mended having “a way for an individual to prevent
information about him obtained for one purpose
from being used or made available for other purposes
without his consent.”®!

This FIP positions those who have benefited from
purpose identification and knowing consent (or
refusal) to get the use limitations they expect. Three
FIPs serving one value: control. Limits on use and
disclosure may also protect security, peace and quiet,
and other values, depending on circumstances.

A challenge arises in limiting use and disclosure
according to the purposes of collection, and that is
determining what exactly the purposes of collection
are. They may be subject to vastly different interpre-
tations. The EU data protection directive’s working
party confessed this problem when it wrote in 1998
that data, once processed, should be used or com-
municated “insofar as this is not incompatible with
the purpose of the transfer.”62 That concession, from
purpose to compatibility, still leaves a lot to interpre-
tation. Without knowing precisely what the original
purposes are, it is hard to know what is compatible
with them.

Consistent with consumer choice, the limited use
principle allows limits on use to be changed. This is
an outgrowth of purpose identification and collection
with knowledge and consent. People can change their
minds post-collection to meet their full preferences.
The next FIP, though, oscillates back away from the
consumer-choice model.

Retention Only as Long as Necessary. Because
data that exist can be shared, data retention affects
control of others’ access to information along the
time dimension. Limiting retention reduces the avail-
ability of personal information to sharing and use, so
it decreases the likelihoods of lost control and expo-
sure through data breach and policy violation, for
example. The FIP that circumscribes data retention
serves access control and thus privacy by reducing
those risks.
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To a lesser but still relevant extent, limiting reten-
tion can reduce the invasiveness of data collection and
marketing behavior that offend integrity against com-
modification. Retained data can threaten autonomy,
which is the interest in acting free of social and legal
repercussions. Because being wrongly judged in social
settings is so offensive, many gravitate toward per-
ceiving data retention as threatening reputation, but
retained data can be used equally to build reputations.

Therefore, limiting data retention is not an
unalloyed good. Having more data available for
decision-making will, over time and in aggregate,
probably tend to improve fairness. And in some appli-
cations, data retention improves things for people,
such as when retained data can frustrate identity
fraud. Limiting retention could increase such fraud
by some small margin.

The limited retention principle shares the quality
of prescriptiveness with the limited collection princi-
ple. This means people who are indifferent or prefer
data retention are unlikely to get it. That could leave
them worse off on some margins, because deeper
stores of information about them are not available
to processors. The next FIP is meant to ensure that
consumers are better off in terms of fairness, if not
privacy as control.

Data Kept Accurate, Complete, and Up-to-
Date (Data Quality). The HEW report said that
organizations “must assure the reliability of the data
for their intended use and must take precautions to
prevent misuse of the data.”®3 Data should be “up to”
whatever the decision-making task. Misuse, it might
be inferred, is using data in unsupportable ways. This
is to get people their due when organizations make
decisions about them.

Data quality is a natural part of fairness. Inaccu-
rate data may produce inaccurate results that treat
individuals wrongly. It is a simple logic. That logic
applies equally to the interest in reputation, in which
wrong information may result in unfair social deter-
minations. Inaccuracy goes into the anti-commercial
sensibility at the heart of integrity against commod-
ification too. Big companies can do a lot of damage
with mechanistic and unfair decisions.
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While having accurate data helps ensure fairness
directly, accuracy conflicts with controlling oth-
ers’ access to information and thus privacy. Having
inaccurate information in a dataset fosters access
control in a unique way because the data holder
knows less about the data subject, even if it thinks
it knows more. Indeed, if information is inaccurate
in the right respects, it may no longer be true per-
sonal information, even though it appears to be. It is
just information that purports (wrongly) to be about
a person.

—_—
Because being wrongly
judged in social settings is
so offensive, many gravitate
toward perceiving data
retention as threatening
reputation, but retained
data can be used equally to

build reputations.

Imagine that a marketer has address information
associated with your name that is 20 years out-of-date.
You have moved six times since it was correct. Yet
envelopes keep arriving where you once lived, invit-
ing you to buy the mattress that can truly solve your
sleep issues or the cleaning products that can make
your oven truly sparkle. But in your yurt far away, you
sleep on a mat after cooking dinner over a coal fire.

The mailings are a minor invasion of peace and
quiet for the people who live there now—and perhaps
their commercial sensibilities. They must toss out mis-
addressed mail occasionally. Nothing is really happen-
ing to you, though, when data about you are inaccurate.
You are missing offers that would not intrigue you.
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Something is happening to the data holder: It is fail-
ing to reach the person it thinks it is reaching and
probably losing a small amount of money for the effort.
That is nobody’s problem but its own. Correcting the
data would make it your problem, as your peace and
quiet might then suffer compromise. And when you
experience the badly misdirected content of the ads,
you might adopt a loathing of crass commercialism.

It feels important to have data about oneself be
accurate, but in many or most data banks, it may
not be important at all. Let them have their wrong
information. That provides a margin of information
control to the data subject.

It is fascinating that pushing for accuracy, a prom-
inent tenet of what people consider “privacy” prac-
tices, is at odds with one of privacy’s most central
senses. Accuracy’s aim for fairness may come at the
expense of controlling others’ access to information.
The next FIP, security, seems more consistently and
broadly important.

Security Safeguards. Security is important for
reasons wholly separate from privacy and related val-
ues. Organizations that do not secure their assets and
processes may lose the capacity to produce, make
decisions, communicate, retain employees, and col-
lect revenues. They cannot carry out their promises,
whether to deliver goods and services or deliver on
privacy or other data protections.

Security safeguards are an important adjunct to
data retention and disclosure policies because such
policies are reliable only when the promisor can
fulfill them. Security protects controlled sharing
of information. To a smaller degree, security is an
adjunct to fairness, as corrupted or altered data may
result in wrong or unfair decisions. Finally, security
safeguards have a clear nexus with financial secu-
rity, as they prevent the release of important tools
for theft or financial fraud. There may be a minor con-
nection to personal security, too, as security of infor-
mation keeps one from being a target of personal
attack and from the attack being carried out.

The expression Bennett and Raab give to the
security FIP calls for “appropriate security safe-
guards.”®4 This is as question-begging as many of the
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other FIPs, which are somewhat plagued by open
meanings. Most of the meaning is in the pregnant
word “appropriate.”

As with accountability, yes to security. Exactly
what that means is highly contextual, as are many
FIPs, including the next one, openness.

Openness on Policies and Practices. Although
they seem similar because both provide information
to the public, the openness FIP is distinguishable
from the purpose identification FIP, which roughly
summarizes to “privacy policies.” While privacy
policies refer to discreet information practices and
policies, openness appears to promote transparency
of operations.

Openness has excellent provenance. The HEW
report’s first recommendation was: “There must be
no personal data record-keeping systems whose very
existence is secret.”65 (That is a starting point on
openness, at least.) The report’s recommendation for
legislation modeled on fair labor practices suggests
that collective action to protect consumers may have
been in the authors’ collective mind. Ware was con-
scious of power, saying in his summary of the HEW
report, “The preferred solution would adjust the bal-
ance of power between citizen and record system.”¢
Openness empowers overseers, including those on
panels such as the one Ware chaired.

Openness is a meta-FIP like accountability. Indeed,
openness is a means to accountability. Its purpose
according to the OECD is to facilitate administra-
tion of other FIPs, such as access and correction,
as discussed below. When seeking to exercise such
rights, “Individuals should be able to obtain informa-
tion without unreasonable effort as to time, advance
knowledge, travelling, and so forth, and without
unreasonable cost.”¢7

Designing open or transparent social systems is a
challenge. It is a two-sided problem, as there must be
sufficient information or data expressed in a suitable
way and there must also be a community motivated to
digest the information.®® The AdChoice program dis-
cussed above may lack either factor, or both. The next
FIP, access and correction, also requires a motivated
community if it is to have effects.
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Access and Correction. The data quality FIP dis-
cussed above imposed a responsibility on decision
makers to use good data. The access and correction
FIP invites data subjects into that conversation.

“There must be a way for an individual to find
out what information about him is in a record and
how it is used,” recommended the HEW report.69
The expert group that produced the OECD report
in 1980 called it “the most important privacy protec-
tion safeguard.”7°

The precise value access and correction probably
protect is not privacy, but fairness. A person accessing
and then correcting personal information can help
ensure that data-using decision makers render more
accurate decisions.

The access and correction FIP creates interesting
tensions. One is the tension with security. Any system
that opens up access to customarily closed data may
expose information about data subjects to impostors.
Someone who knows what identifiers a person has
used may impersonate them on the system and col-
lect more information about them, perhaps using it
to attack them or gain access to more data in other
systems. Granting more access increases a data sys-
tem’s “attack surface.” Thus, access and correction
threatens control of others’ access to information,
as well as personal and financial security, for exam-
ple. The APEC privacy principles acknowledged this,
recognizing the need for proof of identity before pro-
viding access and suggesting that security require-
ments may preclude “direct access” to information.”*

Giving people the power to correct information
about themselves in databases may conflict with con-
trol over others’ access to information in another way.
If people do as expected and increase the accuracy of
information about themselves in databases, slightly
more information will reside in the hands of others.
Conversely, correction rights may increase control
by allowing people to falsify information about them-
selves and thus make themselves more obscure.

Correction rights may conflict with fairness if
used “dishonestly.” If people use correction rights
to erase true but derogatory information or to cre-
ate false complimentary information, that will cause
them to be treated better than they should be. When
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goods are allocated from a fixed or static pie, such
as elite college admissions, that would necessarily
imply poorer treatment of others.

The APEC privacy principles also recognized cer-
tain competitive challenges that access rights may
create. Personal data may be inextricably intertwined
with data structures or processing techniques. Pro-
viding access to that data may reveal proprietary
business information and methods. According to
APEC, “Organizations may deny or limit access to
the extent that it is not practicable to separate the
personal information from the confidential commer-
cial information.”7> This final FIP Bennett and Raab
listed has a complex relationship with privacy and
related values.

Ultimately, FIPs are accurately named. They have
been motivated as much by the idea of securing fair
treatment for people as protecting their privacy by
giving them control over others” access to informa-
tion. Summarizing the full HEW committee report in
August 1973, Ware emphasized the uses institutions
made of data as opposed to gathering or disclosure.

Relative to the totality of the record-keeping systems
that surround each of us today, any one individual
finds himself at a significant disadvantage to affect
the content of the records or to limit their usage.
Most of us have suffered at least the annoyance of
having to cope with a computer-based system that,
outwardly at least, appears not to care how it has
mistreated us or, worse, has given false impression or

subjected us to harassment.”3

Ware was more concerned with Franz Kafka than
George Orwell. The FIPs that developed from the
HEW report and other early explorations reflect
similar motivations. Receiving good treatment
seems as important as controlling others’ access to
personal data.

The integrity against commodification value gets
top treatment among secondary interests protected
by FIPs. The bias of some FIPs against collection
and retention, even when other FIPs allow those
matters to be negotiated, seems designed to satisfy
anti-commercial concerns.
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Many other values receive scant attention from
FIPs. People have extensive interests beyond con-
trolling information about themselves and receiving
fair treatment. The many interests that are derivative
of control—personal and financial security, auton-
omy, and so on—could be protected directly.

To the extent they are considered “principles,”
FIPs do not provide a vision of data protection that
spans the threatened interests people have. As “prac-
tices,” FIPs do not provide enough clarity and preci-
sion to guide action. In the end, what the FIPs “do”
is not so much protect consumers as pose questions
about how to protect consumers.

FIPs as a Rolling Inquiry

Part of FIPs’ attraction for experts may be that they
create a set of complex questions to pore over in the
name of privacy and data protection. FIPs-based reg-
ulation and compliance create a tremendous amount
of work and cost that may not concretely and directly
address people’s true priorities and problems. FIPs
are not answers but an invitation to a rolling inquiry
that continues 50 years along.

The EU’s General Data Protection Regulation
(GDPR) is the latest and most important in the FIPs
line. One might expect it to reveal how FIPs apply in
concrete terms, and it did give a few paragraphs each
to many of the FIPs in its 88 pages of finely printed
text. (It has 173 “whereas” clauses and 11 chapters
containing 99 articles of regulatory planning text.)
The GDPR includes special rules pertaining to chil-
dren and the processing of special categories of per-
sonal data. It created a new “right to be forgotten”
by having data erased.?

Much of the GDPR, though, is dedicated to admin-
istration: It imposes a new responsibility on data
controllers to conduct “data protection impact
assessments.”’5 It details jurisdictional matters; cre-
ation and functioning of supervisory authorities in
EU member states; cooperation among supervisory
authorities; the creation of a European Data Protec-
tion Board to promote consistency among supervi-
sory authorities; requirements on controllers and
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processors to have data protection officers; codes
of conduct to be established by associations repre-
senting controllers or processors; certification bod-
ies, seals, and marks; administration of data transfers
to non-EU countries; and so on. The European Data
Protection Board has issued dozens of opinions,
notices, and letters covering nearly 100 topics since
its formation in 2018.76

FIPs are not answers but
an invitation to a rolling
inquiry that continues

50 years along.

Repealing the 1995 European Union’s data protec-
tion directive, GDPR began a second rolling inquiry
across a multi-jurisdictional regulatory network about
how institutions should behave with respect to per-
sonal information. Any actor working with personal
information affecting Europeans must monitor this
regulatory network to know right from wrong in per-
sonal data collection and use. Right and wrong under
GDPR is malum prohibidum—Iegal Latin for things
that are wrong because they are banned. They are not
malum in se—things that are wrong in and of them-
selves. The GDPR’s requirements and proscriptions
are not intuitive, certainly not to privacy laypeople.

There are alternatives to FIPs-based privacy reg-
ulation and protection. For example, the questions
could be framed around the four major activities that
data controllers participate in: collection, retention,
sharing, and use. Each has distinct consequences.””

There is yet another way to approach privacy and
data protection, which was exhibited when the Work-
ing Party on the Protection of Individuals with regard
to the Processing of Personal Data included special
provisions in its work on data flows to third countries.
These special provisions remarkably correlate to the
values I identified in my study of the values affected
by information technology.”® The working group
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included a special provision for data transfers for
direct marketing purposes, for example, saying these
should be subject to opt out at any stage.” This pur-
sues integrity from commodification.

The working group also identified certain cate-
gories of transfer that pose particular risks, includ-
ing “transfers which carry the risk of financial loss”
(financial security), “transfers carrying a risk to per-
sonal safety” (personal security), “transfers made for
the purpose of making a decision which significantly
affects the individual” (fairness), “transfers which
carry a risk of serious embarrassment or tarnishing
of an individual’s reputation” (reputation), and “trans-
fers which may result in specific actions which consti-
tute a significant intrusion into an individual’s private
life, such as unsolicited telephone calls” (peace and
quiet).8° Thus, human values have crept organically
into a process that was set up as a logical exercise.

Focusing on protecting human values might pro-
duce rules that are more intuitive, more administrable,
and thus better. The deductive methods epitomized
by FIPs, and the administration they require, can be
enervating. With a 50-year history and a practitioner
community steeped in FIPs’ orthodoxies, though,
it may take some doing to upgrade from FIPs to a
better methodology.

Conclusion

When he suggested a notice regime at the September
1972 meeting of the Secretary’s Advisory Commit-
tee on Automated Personal Data Systems, one of the
responses Willis Ware received was from Charles
Borsom, executive vice president of the National
Society of Comptrollers and Financial Officers.
Borsom said:

When the public comes to a lender and says, lend me
some money; they are a lot more interested in how
much it is going to cost, when they are going to get
it, how they have to pay it back, what happens if they
don’t pay it back, than they are about whether the
personal information they give is going to go to any

other credit bureau.8!
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Borsom believed a special notice would not receive
much attention, suggesting that the goal of inspiring
people to privacy self-protection would flounder. He
may have been right.

Human values have crept
organically into a process
that was setup as a
logical exercise.

Things might be different if privacy and informa-
tion policy were grounded not in high-level principles
or practices but in the values people hold dear. What
should be done to give people desired control of oth-
ers’ access to information about them? What makes
for fair institutional decision-making processes?
What is the best way to protect people and assure
them of their financial and personal security? What
allows people to be left alone as they wish, whether
the preference is animated by simple peace or antipa-
thy to commercialism? What data collection and stor-
age should be resisted to protect people’s autonomy
from overweening social and legal constraints? And
what allows good behavior to engender good reputa-
tions for people, while bad behavior justifiably makes
people look bad?

FIPs are a complex, involved inquiry into what orga-
nizations should do. They do not seem to protect this
suite of important values directly or clearly. Although
produced by thoughtful people with good intentions,
they do not have the spark of life that comes from the
important prospect of protecting people from harm
and making their lives better overall.

In 50 years, FIPs have not met the challenge of
Information Age data uses that still rush over our
society. FIPs-based legislation has not solved the pri-
vacy problem and cannot be expected to, certainly
not in one fell swoop. Other modes for responding to
Information Age challenges may be better suited to
protecting privacy and related values.
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